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INTRODUCTION 

Due to the ever-increasing concern of privacy and data 

confidentiality, a centralized data repository is not always feasible 

to conduct machine learning. Federated learning (FL) is a new 

distributed learning paradigm that uses a client-server architecture 

to train a global model using a weighted average of local updates 

computed on user devices without sending any private data to the 

server. 

When FL is used in highly decentralized settings, learning can 

take a large number of iterative rounds to converge to similar 

performance levels of centralized models. In particular, when data 

on user devices possess the class imbalance issue, as is often the 

case for IoT anomaly detection, deep neural networks may 

initially ignore the minority class to achieve a reasonably low 

loss. This can be problematic for practical use of FL due to 

bottlenecks in transmitting information between the server and 

client nodes, and so we investigate algorithms to reduce the 

number of rounds necessary to achieve high performance metrics. 

METHODS 

We use the TON_IoT datasets1, a recent collection of sensor 

readings for various IoT devices under normal and attack 

scenarios, to perform anomaly detection under FL. After 

partitioning this data across a fixed number of nodes, random 

oversampling, the Synthetic Minority Oversampling Technique 

(SMOTE), and the Adaptive Synthetic (ADASYN) method are 

each used to augment client datasets. Random oversampling will 

replicate samples present in the client’s original dataset, while 

SMOTE and ADASYN generate a new example between an 

anomaly and one of its k-nearest neighbors in the feature space. 

ADASYN will bias the probability of choosing an anomaly in 

favor of ones that are closer to normal samples to attempt to make 

the classification boundary more well-defined. 

Trials are performed under both homogeneous partitioning, where 

each client node receives an equal proportion of the total available 

data, as well as heterogeneous partitioning, in which we sample 

from a Gaussian distribution to determine what proportion of the 

remaining data a given client will receive. The latter approach is 

more realistic for real FL settings, while the former assumes that 

each node will have the same contribution to the global model 

during aggregation. Figure 1 shows baseline F1 scores in the 

homogeneous setting for various amounts of nodes, in which it 

takes a considerable number of rounds for this metric to become 

nonzero (i.e. to correctly recognize anomalies). 

Figure 1: F1 scores for naive FL classifiers trained over 5, 50, 

and 100 nodes 

RESULTS 

Trials conducted for 5, 50, and 100 nodes in the homogeneous 

setting  indicated that advantages of data augmentation are more 

pronounced when a greater number of clients participate in 

training rounds, each with a small proportion of the total dataset. 

Table 1 shows final accuracy, precision, recall, and F1 score 

metrics over a testing set after 100 rounds of training as well as 

the average computation time for each round. F1 score is a less 

biased metric than accuracy for this task as testing sets remain 

imbalanced, where a high value indicates that clients reliably and 

frequently detect anomalies. For 50 and 100 nodes, classifiers 

trained using random oversampling reach higher F1 scores 

quicker with only a small additional computational expense. This 

improvement is most apparent for 100 nodes, where random 

oversampling performs 19.98% better than the baseline with only 

a 6.95% increase in average round time. 
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Figure 4: F1 scores under homogeneous setting, trained over 

35 nodes 

 

A benchmark of 70.00% is used to compare classifier 

performance for different augmentation methods. Figure 2 shows 

data collected over 100 nodes in training, where using random 

oversampling results in 211 rounds to reach this benchmark and 

the naïve classifier with no augmentation takes 280 rounds. 

For the heterogeneous setting, 35 nodes were used such that 

available data would not be exhausted too quickly. The same 

Gaussian partitioning of the dataset was used for all oversampling 

methods. Figure 3 shows F1 scores for these trials, while Figure 4 

shows F1 scores for an equal number of nodes in the 

homogeneous setting. While there is only a 0.98% difference 

between random oversampling and no augmentation after 100 

rounds of training, the former classifier reaches the 70% threshold 

in 15 rounds as opposed to 34, which is more than a twofold 

decrease. Furthermore, it is notable that classification over 

heterogeneously partitioned data outperforms the homogeneous 

case for each augmentation method. 

Figure 2: F1 scores for different oversampling methods 

relative to 70% target threshold, trained over 100 nodes 
 

CONCLUSIONS 

Data augmentation has been shown to yield a reduction in training 

rounds to attain an acceptable performance level of 24.6% in the 

homogeneous setting and 55.9% in the heterogeneous setting. 

Random oversampling outperforming other augmentation 

techniques suggests that anomalies are not highly clustered 

together, but rather sparsely distributed amongst the normal 

readings. This is likely to be common behavior in practice and 

motivates well-performing supervised classification to recognize 

such malicious behavior. 

FL appears to be robust over heterogeneously partitioned data due 

to its weighted averaging scheme emphasizing updates from 

clients with more examples to use in training. So long as these 

examples follow the same distribution as data belonging to other 

clients, it can be advantageous for some local models to be 

assigned a higher weight than others. 
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